Alerting business to the threat from fraud
and corporate crime, and its prevention

Unauthorised bills of lading: banks and shipowners warned
THE International Maritime Bureau
(IMB) is asking members to be
aware of instances of unauthorised
bills of lading (BLs) after coming
across one such case recently.
The case involved a bulk cargo
shipment from China to the
Middle East. A vessel was
chartered from the main owners
to a West European disponent
owner who then further subchartered it to a Chinese charterer.
Bills of lading were issued on
the instructions of the Chinese
charterers and presented to
banks for payment under the
letters of credit (LC).

The BLs were presented to IMB
for verification, and after checks
IMB was able to determine with
confirmation of the disponent owner,
that these BLs, although issued by
the sub-charterer, had not been
authorised by the disponent owner.
In other words, the BLs purportedly
issued by the Chinese sub charterer
had not been issued on the
disponent or head owner’s behalf.
The issue arising from this is that
when the vessel arrives at the port
of discharge, there may be
conflicting claims on the cargo by
different BL holders; the holder of
the actual BL and the holder of the
BL issued by the sub-charterer.
The head shipowner and disponent
owners now find themselves in a
predicament, as only one of the two

different BLs is authorised.

There is also the question of costs
of the delay to the ship while this
is resolved, not to mention the
considerable management and
legal time of the disponent owners
as they try and resolve the problem
at the discharge port.

issue BLs that are not properly
authorised.
Therefore, it can be a grey area
viz-a-viz a consignee who has paid
good value for their cargoes as to
whether they can rely on that BL
or not.

“One issue here is if you get the
holder of a BL who has paid for
cargo under that BL, they are
going to try and pursue their case
for delivery of the cargo as they
have lost money,” IMB says.

Many of these sub-charterers may
be the cargo exporters themselves
or have close relationships with
the cargo sellers, and they may
be tempted to bypass their true
obligations in issuing these BLs
for commercial interests.

“However, in some of the countries
where the discharge port is, parties
may have local influence which
might make it difficult for the
disponent owner to prove that the
BL issued its sub charterer has
not been authorised,” IMB adds.

It is only because of IMB’s role in
being able to thoroughly verify BLs
presented to banks for payments,
that has led to the identification of
a large number of false BLs issued
by intermediaries such as
sub-charterers and non-vessel

The BLs may sometimes be issued
on behalf of the master or the
owners of the vessel without their
knowledge. Alternatively, they may
be issued on behalf of a third party
altogether unknown to the owners
and in either case it is a matter of
concern for the owners because
the cargo is on board the ship
and they have to deliver the cargo
to a verified consignee.
A further difficulty for the owners
is that under the charterparty the
shipowner often will give the right
to the charterer to issue their own
BL under certain conditions and
it is upon this authority construed
loosely that some sub-charterers
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Gulf of Guinea kidnap for cargo resurgence
THE hijacking of two product
tankers in the Gulf of Guinea in
recent weeks have may signal
the return of an old trend seen in
the region back in 2011.
In the first incident on January 10,
the IMB Piracy Reporting Centre
(IMB PRC) were notified by the
operators of a product tanker
that they had lost communications
with their vessel.
At the time of the incident the ship
was anchored off Cotonou, Benin.
IMB PRC relayed the information
to Benin and Nigerian authorities
and a search was undertaken.
All the vessel’s communications and
identification systems were disabled.
Six days later communication with
the vessel was re-established.
The crew were safe, but the
pirates had stolen around
2,000 tonnes of gasoline.

A similar type incident was reported
to the IMB PRC on February 1. As
with the previous case, a product
tanker carrying gasoline, was
hijacked from Cotonou anchorage
and taken to a location about 200
nautical miles off Cotonou.
Once again, after several days
the IMB PRC was notified of the
safe release of the crew.

However, this time, the cargo was
not taken, leading to the conclusion
that the pirates were unable to find
a buyer for the cargo.
“These incidents appear to follow
a similar modus operandi to 2011
when eight vessels were reported
hijacked off Cotonou for the stealing
of gasoline and similar refined
products,” the IMB said.
IMB added, “Piracy and armed
robbery incidents within the Gulf of
Guinea are less focused on vessels

belonging to the oil industry than in
past years. Recently there have
been a growing number of incidents
reported on all types of vessels.”
IMB is advising vessels that are not
entering ports within the Gulf of
Guinea to remain at least 250
nautical miles off shore.
Vessels calling at ports are
encouraged to harden their ships as
per the interim guidelines issued by
the Shipowners’ Round Table and
Nato Shipping Centre, and to arrive
at the pilot station only at the time
of pilot boarding.
The IMB PRC works closely with
local authorities and response
agencies. IMB advises that
incidents be reported to the IMB
PRC or to MDAT- GOG as soon
as possible. This cold enable a
prompt naval response if there are
local naval assets in the vicinity.
~Source: IMB

from page 1 - unauthorised bills of lading
operating container carriers (NVOCCs).

precludes the possibility of a claim against the owner at
the discharge port,” says IMB.

IMB says such cases normally involve BLs for bulk
cargoes including very valuable
panamax-size cargoes, some
worth many millions of dollars.
“It is only
These tend to be bulk cargoes
such as coal from South America
to Europe, and cargoes from China
to the Middle East, and Australia
into Middle East and China.
IMB says one way to mitigate
the risk is for owners to provide
information quickly when asked
to do so by organisations like
IMB who work to verify whether
a BL is genuine or not.

because of IMB’s role
in being able to thoroughly
verify BLs presented to banks
for payments, that has led to
the identification of a large
number of false BLs issued by
intermediaries such as sub
charterers and non-vessel
operating container carriers
(NVOCCs).”

“If that information can be quickly provided it might
prevent a bank from negotiating the letter of credit and
thus prevent financial loss for a consignee which in turn
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It is only when the legitimate parties
like banks and shipowners are
able to share relevant information
through for example the IMB that
these incidents can be brought
under control.
This problem affects both the
banking and shipping industries,
but working together, and with
IMB’s role as a trusted intermediary,
it can be resolved.

In the particular case earlier,
because the disponent owner
provided the information to
IMB in a timely fashion, the bank
concerned did not negotiate the LC and this may have
mitigated any of the risks involved.
March 2018
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Binary option scammers now
targeting young people
UK’s Financial Conduct Authority (FCA) has warned of
increased risk of online investment fraud, as investors
lose £87,000 a day to binary options scams.
The FCA said fraudsters offering investments in binary
options, contracts for difference (CFDs), forex and
cryptocurrencies often promote themselves online
and via social media channels, such as Facebook,
Instagram and Twitter.

UK financial authority asks
firms to look at APP fraud
THE Financial Conduct Authority (FCA) in the UK
has published a Dear CEO letter addressed to firms
asking them to look at how they are dealing with
authorised push payment (APP) fraud.
Together with the APP Best Practice Standard
(UK Finance Standards), FCA wants firms to consider
how they are tackling APP fraud within the context of
the Senior Managers and Certification Regime (SMCR).

This rise in people being targeted online means that
the profile of investment scam victims is changing.

The letter, signed by FCA chief executive Andrew Bailey,
said firms should consider the following:

While historically over 55s have been most at risk to
investment fraud, the FCA’s latest study conducted
as part of its ScamSmart campaign, found those
aged under 25 were six times (13 percent) more likely
to trust an investment offer they received via social
media, compared with over 55s (2 percent).

• Which of the Senior Management Function (SMF)
holders has been allocated responsibility for the
firm’s policies and procedures for countering the
risk that the firm might be used to further financial
crime, including APP fraud and other payment
services fraud?

Action Fraud figures reinforce this trend, showing that
under 50s are significantly more likely to fall victim to
a binary options scam versus other types of investment
fraud (34 percent versus 21 percent).

• Are the senior manager(s) in point 1 above ensuring
that adequate measures are being taken to address
APP fraud and other payment services fraud?

More than one in five (23 percent) respondents said
that online customer testimonies and reviews increase
their trust in an investment company.
Yet, scammers are known to create highly professional
looking online investment platforms that feature fake
customer reviews, logos, and statements, to lure in
prospective investors.
A further one in ten (11 percent) said they wouldn’t
conduct any of the listed checks at all, such as checking
whether the firm was regulated by the FCA or registered
with Companies House, before parting with their money.
Fraudsters typically promise high returns and use images
of luxury items, like expensive watches and cars,
to entice people to invest in their scams. After someone
has invested, they distort prices on their website, tie
people in with extreme pay-out clauses and even close
customer accounts, refusing to pay back their money.
In January, binary options became a regulated investment
product in the UK, meaning that all firms trading in binary
options will need to be authorised by the FCA. Since
then, the FCA has published a list of 94 firms without
FCA authorisation that it understands to be offering
binary options trading to UK consumers.
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• If a firm has committed to adopt the UK Finance
Standards, how will it incorporate them into its
policies, procedures and target operating model?

FCA said it expects the introduction of the SMCR,
and adherence to the Code of Conduct Sourcebook
by SMF Managers and others, to prevent the need for
us to take a more interventionist approach to tackling
APP fraud.
“The FCA takes APP fraud, and the harm it causes to
consumers, very seriously. Financial crime is one of
our priorities across all sectors; we want to see a
decrease in banking fraud, as we explained in our
2017/2018 Business Plan,” FCA said.
UK’s Payment Systems Regulator (PSR) recently
launched a consultation on a ‘contingent reimbursement
model’ it believes should be introduced to compensate
victims of APP scams in certain circumstances. It is
seeking feedback on how best to introduce a contingent
reimbursement model by September.
This proposed contingent reimbursement model sets
out the circumstances when victims of APP scams
would get their money back, and which bank or
payment organisations should pay.
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Five sentenced in boiler room scams
FIVE men were sentenced at a
court in the UK after they were
found guilty of facilitating the
operations of four boiler rooms
by opening bank accounts for
fake businesses to launder a
total of £1,218,309.00

Most of the victims were contacted
via cold calling, but around 20
were introduced by an independent
financial advisor.
No additional evidence was obtained
to suggest the financial advisor was

or broadcast airtime, which after
being purchased would then be
sold on for a profit.
They were told that this profit, along
with their investment, was going to
be paid back to them.

The victims thought they were
investing in gold or broadcast
airtime.

Each of the men had opened bank
accounts for fake businesses and
were the sole signatory.

The offences committed by the
men occurred between May
2013 and January 2014, and
the four boiler rooms associated
with the accounts were under the
names of Denmore Ltd, Simply
Airtime, S+E Future and Vodacell.

Once the men had opened these
bank accounts and the victims
had paid into them, the monies
were eventually withdrawn in cash
or transferred overseas.
The Fraud Squad investigated
where this money was being sent
to overseas and this led them to
another man who lived abroad.

The fraud was initially brought to
light by a BBC Radio journalist
who commenced her own
investigation into Denmore Ltd,
after being cold called. The
journalist referred the case to the
City of London Police, and its Fraud
Squad opened an investigation.
It is believed that the boiler rooms
targeted around 180 victims in total
and were mainly elderly people.
They cold called them using personal
data they had acquired from other
criminals, and also data they had
purchased from companies who
hold customers’ personal details.

They found out that he was in charge
of the boiler room operation during
the time when the men committed
the money laundering offences.
Through various banking evidence,
it was discovered that a substantial
part of the funds was being sent
overseas to him.

Image: Pixabay
complicit in the fraud - they were
treated as a witness in the case and
provided a statement. The victims
believed they were investing in gold

The five, aged between 27 and 42,
were sentenced between 12 months
and two and a half years in prison.

Company director tricked elderly into investing millions
A company director who played a prime role in the
operation of an investment scheme which led to
investors losing just over £1.4 million, has been
sentenced to 3½ years’ imprisonment in the UK.
He was also disqualified from holding the position
of director for 12 years.
Between 2009 and 2014, mainly elderly and
vulnerable investors were targeted and mis-sold
shares in Symbiosis Healthcare plc (Symbiosis)
through a combination of cold-calling, pressure sales
and the publication of exaggerated promotional material.
Symbiosis purported to be a successful company
4

offering ‘healthcare solutions’ in Dubai and elsewhere
in the world. In reality, the shares in the company were
effectively worthless and investors lost a total of just
over £1.4 million in the scheme.
The man acted as corporate advisor to Symbiosis and
organised the selling of Symbiosis shares. His sentence
follows that of three others who were also given
sentences of imprisonment at an earlier hearing for
their involvement in the investment scheme which
attracted more than 300 investors.
He had offered to repay the investors in the scheme
but later withdrew his offer.
March 2018
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Maersk makes headway
GLOBAL shipping giant, Maersk
reduced facilitation payments by
96 percent on Maersk Line-owned
ships in 2017 compared to 2016,
the company said in its latest
Sustainability Report.

players made it clear that many
companies lack the global
organisation necessary to implement
the type of on-site support A.P.
Moller-Maersk has in place for
its vessels.

Maersk said this was the result of
its facilitation payment elimination
strategy, launched in 2015, which
led to major reductions during 2016,
and allowed the company to address
remaining issues in 2017.

“In order to address this, we are
currently engaged in a collaborative
project between the Ministry of
Foreign Affairs of Denmark and a
group of Danish shipping companies
to test a blueprint for a public-private
collaboration model. This model will
feature the three characteristics of
our model and will allow companies
to utilise the presence and
knowledge of Danish embassies
to proactively manage corruption
risks,” Maersk said.

Maersk’s supply chain arm, Damco
reduced facilitation payments by
over 50 percent in 2017, by
establishing compliance positions
across the company and by moving
ahead with initiatives related to
third parties, for example vendor
training days, Code of Conduct
re-certification, pre-screening
and audit activities.
“Because of the level and severity
of corruption in the maritime sector,
a traditional internal compliance
programme is not enough to protect
the company and our employees.
We must work with others in both
our industry and governments,”
Maersk said.
It said in the past few years,
discussions with other industry

In 2017, APM Terminals – the port
operating arm of Maersk established a network of business
compliance ambassadors with the
company’s CEO as sponsor, one
of the initiatives to create awareness
of the anti-corruption journey.
The appointed members of the
network are seen as future leaders
and will help to strengthen the
integration of compliance measures
into areas of operations that have a
high-risk exposure to corruption.

UK and Brazil ink
agreement to
tackle corruption
THE Federal Prosecution Service
of the Federative Republic of
Brazil (MPF) and the UK Serious
Fraud Office (SFO) have signed
a memorandum of understanding
(MoU) to tackle bribery and
corruption.

The aim of the MoU is to promote
and assist cooperation and
coordination between the parties,
through the exchange of information
for the prevention and detection
of offences of serious or complex
fraud including bribery and
corruption.
MPF and SFO said they are
committed to working together
in investigation and prosecution of
offences of serious or complex fraud
including bribery and corruption.
The agreement lasts for five years,
and after that can be extended
by agreement in writing of both
organisations.
A review of its operations is to be
held every two years.

Hong Kong bank manager charged with bribery
A former head of private banking of a bank (Bank A)
has been charged by Hong Kong’s Independent
Commission Against Corruption with accepting a bribe
of $150,000 from a client for handling bank accounts
held by the client and companies controlled by him.
The defendant, 40, faces one count of agent accepting
an advantage, contrary to Section 9(1)(a) of the
Prevention of Bribery Ordinance.
At the material time, the defendant was the head of
private banking of Bank A. Apart from supervising a
sales team of the private banking division of its
associated company (Bank B) he was tasked to handle
its customers and promote various banking services to
March 2018

them. The charge alleges that on August 11, 2011,
the defendant, without lawful authority or reasonable
excuse, accepted $150,000 from a then chairman who
was also a major shareholder of an insurance company
as a reward for handling his bank account and bank
accounts of the companies controlled by him.
A new anti-corruption law has entered into force in
Argentina which makes it a criminal offence for
companies to engage in corrupt acts. Organisations
now also need to have anti-corruption compliance
programmes in place. Law 27.401, enacted in
December 2017, marks a first for the country in what is
seen as a step forward in the fight against corruption.
5
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Switzerland bank told not to accept new private clients
THE Swiss Financial Market Supervisory Authority
(FINMA) has banned Gazprombank (Switzerland)
from accepting new private clients until further
notice following investigations into AML processes.

FINMA’s investigation, which was completed in January,
found that Gazprombank Switzerland was in serious
breach of its AML due diligence requirements in the
period from 2006 to 2016.

FINMA says it has identified serious shortcomings in
AML processes regarding private clients at the bank
and that it failed to carry out adequate economic
background clarifications into business relationships
and transactions with increased money laundering risks.

In many cases, the bank's risk categorisation of its
business relationships was found to be incorrect or
was carried out too late. It failed to clarify the
background of business relationships and transactions
with the necessary depth and attention to detail.
The bank also failed to keep appropriate records of
the transactions and relationships, and frequently did
not validate the documentation it obtained.

FINMA said no new relationships with private clients may
be accepted and existing relationships must be strictly
monitored. Gazprombank Switzerland has also been told
to establish from among its Board of Directors a Risk
Committee with a majority of independent members.
In 2016, based on information from the Panama Papers,
FINMA launched an investigation into more than 30
Swiss banks. As part of this review, it opened
enforcement proceedings against Gazprombank
(Switzerland) in relation to potential breaches of AML
rules. FINMA examined the manner in which the bank
had exercised its anti-money laundering due diligence
requirements for a number of business relationships
involving private clients and politically exposed persons
using offshore companies.
UK’s Serious Fraud Office (SFO)
is asking organisations to flag up
possible signs of money laundering
and to use suspicious activity
reports (SARs) as a tool to help
bring criminals to justice.
SARs are the missing piece of the
intelligence puzzle that you can
provide. SARs are critical in tackling
money laundering, serious and
organised crime, corruption and
fraud and provide valuable
information from the private sector
that would otherwise be invisible
to law enforcement.
SARs can often provide immediate
opportunities to stop crime, arrest
offenders or freeze assets and
crucially contribute to the UK’s
overall ability to assess and fight
the threats from economic crime.
The more information and
intelligence provided, the easier
6

FINMA said the bank also failed in some instances
to report suspicious business relationships to the
Money Laundering Reporting Office Switzerland
within an appropriate timeframe. The bank’s
organisation and risk management and control
functions have therefore shown serious shortcomings
in the prevention of money laundering.
Many of these breaches relate to relationships that were
initiated by the bank's predecessor institution (Russian
Commercial Bank Ltd) prior to 2009. The bank has taken
various measures to improve its organisation, risk
management and control functions. Nevertheless, it has
been instructed to review and modify its AML processes.

it is for law enforcement to identify
methods used by criminals and
proactively take steps to catch
perpetrators and protect the public.
SFO warns, ”Failing to take action
over suspicious activity could result
in you or your firm being subject
to a criminal investigation.
Even if charges are not brought,
you could spend significant time
answering questions from law
enforcement or regulators and
away from your other clients.”
“Worse still, an investigation
could result in serious reputational
damage if suspected criminal activity
is confirmed and could have far
reaching commercial impacts if you
are no longer able to bid for certain
types of contracts.”
In June 2017, the UK government
implemented the Fourth Money
Laundering Directive, this

strengthened the UK’s already
strong anti-money laundering
legislation.
“However, only if those in the legal
and accounting sectors continue
submitting the crucial SARs we
need to close intelligence gaps, can
we shut down the criminal networks
that support serious and organised
crime for good,” SFO says.
Tell-Tale Signs of Money Laundering
• A long term client starts
making requests that are
out of character
• A client repeatedly asking
for services outside your or
your firm’s area of expertise
• A client requesting arrangements
that do not make commercial
sense

March 2018
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Fears over growth of new encrypted cryptocurrencies
THE WORLD’S largest virtual currency (VC) Bitcoin is being buffeted by alleged abuse by organised crime. And with
at least 1,500 other ‘cryptos’ in circulation, even if this most established VC becomes crime-resistant, others may not,
seeking a market edge with anonymity features. Sarah Gibbons reports.
TOUGH new international regulatory
standards are needed to tackle the
commercial threat posed by
cryptocurrencies vying to take
over from Bitcoin as the leading
virtual currency favoured by
criminals, analysts have warned.
The rise in popularity and numbers
of ‘cryptos’ operating mainly on the
dark web has prompted fears of a
new wave of money laundering and
ransomware attacks on companies
and institutions, potentially causing
billions in lost revenues and even
threatening national security.
These new cryptos are making it
tough to agree a standardised
system, weakening Bitcoin’s
progress towards becoming an
emerging established VC.
Its value has swung erratically.
From US$20,000 per coin last
December (2017), it has plummeted
to a new apparently stable (for now)
floor around US$10,000.
One reason for its loss in value is
that users are abandoning it for
younger competitors, drawn by
offerings of secrecy.
“The same class of power users
who helped to establish Bitcoin as
a unified payment instrument
across the dark web, spurring
the underground economy and
plaguing the world with never-ending
ransomware attacks, illicit drugs,
and weaponry, now see it as a
roadblock to proliferating criminal
business,” said cyber threat analysts
Boston-based Recorded Future
in its blog in February.
In a sense, Bitcoin has been
undermined by the credibility built
upon its blockchain technology,
enabling transactions to be
traceable by law enforcement
March 2018

agencies investigating illicit activity
with all transaction time and datestamped with a user ID, whether
genuine or fake.
New generation
New generation digital currencies,
however, boast of enhanced privacy
features impeding the discovery of
user details or any information
relating to the movement of
currency, useful for legitimate
organisations handling particularly
sensitive data and – also - criminals.
Monero (another cryptocurrency),
for example, on its public website
boasts it is “a secure, private, and
untraceable cryptocurrency”…
where…“accounts and transactions
are kept private from prying eyes”.
Monero even boasts how it uses
“confidential transactions, and
stealth addresses to obfuscate
the origins, amounts, and
destinations of all transactions”.
Sending and receiving addresses
as well as transacted amounts are
obfuscated by default, so “cannot
be linked to a particular user or
real-world identity”.
Rival currency Zcash describes
itself as “a secure transport layer”
offering “strong privacy protections
with ‘shielded transactions’ hiding
the sender, recipient and value
on the blockchain”. All coins are
automatically disconnected from
their history removing audit trails
for investigating authorities and it
allows fully encrypted transactions
to be confirmed as valid.

Meanwhile, the website of another
upstart - Dash - describes in detail
how an information mixing function
within its user database
offers financial privacy by obscuring
the origins of your funds.

Lucrative crime
Law enforcers accept this is a
problem. A spokesman for European
Union police agency Europol said:
“The increasing number of cases,
where the criminals were identified
through Bitcoin tracing is a rallying
cry for a redirection of some
criminal activity to these
alternative cryptocurrencies.”
David Carlisle, associate fellow at
the Centre for Financial Crime
and Security Studies at the Royal
United Services Institute, warned:
“In terms of prevalence and use,
cryptocurrencies are growing
substantially and with that, law
enforcement, policy makers and
analysts are playing a game of
constant catch up trying to evaluate
the nature of the risk they pose
which is really quite challenging.”
While Bitcoin presents certain
challenges, he said it is possible
“to glean certain insight into how
users are using it and allow law
enforcers to track it”. However,
currencies such as Monero “are
much more difficult and with the
proliferation of privacy focused
currencies, there’s a high level
of concern for law enforcement”.
He said such cryptos have boosted
ransomware attacks on companies.
“Historically such an attack proved
difficult because cyber criminals
didn’t want to receive money
through bank accounts,” he said.
“Cryptocurrencies allow them to
have an effective method to
monetise their crimes [earning]
millions of dollars.”
Ransomware has been around
for two decades but was never a
Continued on page 8/
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US authority stops alleged initial coin offering scam
US Securities and Exchange
Commission has clamped down
on a Dallas-based company which
targeted retail investors to fund
what it claimed to be the world’s
first ‘decentralised bank’.
According to the SEC’s complaint,
AriseBank used social media,
a celebrity endorsement, and other
wide dissemination tactics to raise
what it claims to be $600 million of
its $1 billion goal in just two months.
The firm allegedly offered and sold
unregistered investments in their
purported ‘AriseCoin’ cryptocurrency

by depicting AriseBank as a first-ofits-kind decentralised bank offering
a variety of consumer-facing
banking products and services
using more than 700 different
virtual currencies. Their sales
pitch claimed that it developed
an algorithmic trading application
that automatically trades in various
cryptocurrencies.

also offered customers the ability
to obtain an AriseBank-branded
VISA card to spend any of the
700-plus cryptocurrencies. AriseBank
also allegedly omitted to disclose
the criminal background of key
executives. The SEC sought
emergency relief to prevent
investors from being victimised by
what it says is an outright scam.

The SEC says that AriseBank
falsely stated that it purchased
a Federal Deposit Insurance
Corporation (FDIC)-insured bank
which enabled it to offer customers
FDIC-insured accounts and that it

The court approved an emergency
asset freeze over AriseBank and
its two co-founders and appointed
a receiver over AriseBank, including
over its digital assets.

from page 7– new encrypted cryptocurrencies
lucrative crime – “now it’s become a million-dollar
business very fast”. He highlighted last year’s
WannaCry attack as criminals’ “clever fundraising
techniques” whereby they hit multiple victims demanding
comparatively small ransoms to uncompromise their
data as opposed to previous tactics of demanding
significant ransom sums from single victims.
“It gives each company with data threatened like
medical records or lives at risk a huge incentive to
pay a small amount of money for that data to be
released,” he warned, explaining many companies
needed to better inform staff about such risks and
have more effective protection systems: “Think about all
the ways you can be victims of cyber criminality, protect
yourselves and your customers and be more impervious
to threats that can enhance illicit actors.”
One problem, said Carlisle, is that the international
regulatory response to anonymised currencies has been
fragmented, increasing vulnerability: “Countries without
any regulations appear to be the weak link. Things need
to be more joined up if there’s going to be an effective
response.”
Dollar bills dirtier than bitcoin?
A spokesman for Coinfirm, a London-based regtech firm
offering an anti-money laundering/know-your-customer
(AML/KYC) platform to enable the safe use of blockchain,
said “a growing number of businesses” are moving to the
use of cryptos “for the benefits of systemic transparency
and security” but added that “one of the main roadblocks
in mass adoption is lack of industry standard for
determining source of assets and connected risk”
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He anticipated increased activity in regulatory
compliance and global legislative standards
throughout 2018 and advised companies to “take
regulatory obligations seriously and implement and
execute proper risk-based approaches and procedures”.
Susan Eustis, CEO of WinterGreen Research,
Massachusetts, US-based technology analysts,
said blue chip companies such as IBM, Morgan Stanley,
Goldman Sachs and Amazon are working on their own
blockchains to implement cyber currencies.
“All these initiatives rely on regulation and support
the ability of developed countries to collect taxes
on transactions,” she said. “It is very clear that the
regulatory authorities in every developed country
are moving quickly to close down cyber currencies
that support illegal activity.”
Kim Grauer, a senior economist from New York-based
Chainalysis that provides software to track Bitcoin and
other cyber currency transactions, said money
laundering would be “the big regulatory question for
2018,” but added: “The dollar bills in your pocket are
probably dirtier than any Bitcoin.”
Her company works with financial institutions to help
them assess if a potential new customer carries a crime
risk according to historical transactions. “We cluster
Bitcoin addresses together on the fly so that you can
have the most customisable and accurate measures
of risk,” she said, indicating that cryptos are used more
in relation to money laundering and tax evasion now
than drug dealing.”

March 2018

Commercial Crime International

Cryptocurrencies

Study says Bitcoin laundering relatively small
A study to examine the trends of
illicit flows of bitcoin into digital
currency services has shown that
the amount of Bitcoin laundering
is small (less than one percent
of all transactions entering
conversion services). It further
revealed that darknet marketplaces
such as Silk Road and, AlphaBay,
were the source of almost all of
the illicit bitcoins laundered
through conversion services.
The conversion services with
the highest proportion of Bitcoin
laundering within their platforms
were mixers and online gambling
sites. Bitcoin exchanges received
the greatest amount of identified
illicit bitcoins out of all conversion
services.
Conversion services are platforms
where users convert bitcoins to
fiat currency (a Bitcoin exchange)
or another cryptocurrency
(a cryptoexchange) or move the
bitcoins to another Bitcoin
address accessible to that user.
This results in a flow of funds that
cannot be viewed or traced directly
on the public blockchain.

bitcoins to conversion services has
risen over time. There was a five-fold
increase in the number of significant
illegal entities operating between
2013 and 2016. The study showed
darknet markets are a key source
of illicit funds.
In 2016, a rise in bitcoins laundered
from ransom and Ponzi schemes
came from the Locky RansomWare
attack and the OneCoin scheme,
respectively, signalling an increase
in this type of activity that continued
into 2017. Only a small number of
entities account for the majority of
illicit activity in the sample surveyed
in the study. Nine of the 102 illicit
entities were the source of more
than 95 percent of all laundered
bitcoins - all nine were darknet
marketplaces.
According to the study, the total
percentage of identified “dirty
bitcoins” going into conversion
services was relatively small.
Only 0.61 percent of the money
entering conversion services
during the four years analysed
were verifiably from illicit sources,
with the highest proportion
(1.07 percent) seen in 2013.

The study considered over half a
million bitcoins that moved directly
from illicit sources to conversion
services between 2013 and 2016.
It was carried out by researchers
from the Foundation for Defense
of Democracies (FDD), a US-based
think tank focusing on national
security and foreign policy and
Elliptic – a company which detects
and investigates cybercrime
involving cryptocurrencies.

“While most types of conversion
services have received some
bitcoins from illicit activity, the vast
majority of the funds they receive
do not appear to be illicit. However,
two types of services in particular –
mixers and online gambling services
– do receive a high proportion of
illicit bitcoins and thus, are
significant concerns for Bitcoin
laundering,” the research showed.

Analysis showed a large percentage
of conversion services that receive
illicit bitcoins appear to conceal
their country of operations, making
it a challenge to identify the legal
jurisdictions responsible for their
AML enforcement. The number of
illicit entities observed sending

“It is noteworthy that conversion
services based in Europe tend to
receive higher rates of illicit bitcoins
compared to other regions. Also,
it is apparent that services which
appear to hide their location have
high rates of Bitcoin laundering
activity,” it added.

The study’s authors say financial
institutions should assess whether
they are indirectly enabling money
laundering through cryptocurrencies.
Compliance professionals assessing
financial crime risk should take
into account flows of funds
originating from cryptocurrencies,
both directly and indirectly, and
make use of blockchain analysis
techniques to verify this risk.
The risk is particularly acute for
those financial institutions that
are providing banking services
to cryptocurrency businesses,
such as exchanges. They say that
the use of cryptocurrency is unlikely
to disappear as a digital method of
payment option in the near future.
Alternative payment methods bring
new illicit finance risks when they
are introduced to the public, but
survive and eventually flourish
when safeguards develop to
address (but never fully eliminate)
their criminal use. In recent years,
developers have created new
cryptocurrency protocols, such
as Zcash, Monero, and Dash,
with privacy features that make
them more difficult to track using
blockchain analysis techniques.
Monero, in particular, is seeing
increased adoption on darknet
markets. Better privacy may be
a critical feature for legal
cryptocurrency use to grow.

In the coming years, cybercrime law
enforcement should acquire the
technological expertise to combat
their illicit use, and regulators should
understand the risks posed by this
emerging class of more anonymous
cryptocurrencies.
The authors have put forward
some recommendations in which
government officials and members
of industry can help to mitigate risk
as cryptocurrency adoption rises.
*The report can be accessed here.
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Mitigating potential risks from virtual currencies
In a lecture at the Official Monetary and Financial Institutions Forum in London last month, Yves Mersch, Member of
the Executive Board of the European Central Bank (ECB) called for more to be done to regulate virtual currencies and
mitigate the potential risks that could stem from the growing VC business. Below is an extract of his speech.
THERE are, at present, more than
1,500 virtual currencies (VCs) in
circulation, with dozens of new
schemes being launched monthly,
including initial coin offerings (ICOs).
The global value of all VCs is
currently around a fifth of the value
of all euro banknotes in circulation
and around 3 percent of the
narrow monetary aggregate M1.
Of course, these figures are
probably already out of date,
such is the volatility of the market.
Having a million dollars’ worth of
Bitcoin today would have required
the simple investment of three
million dollars in mid-December.
Because holders can hide their
identity and location, it is
impossible to accurately analyse
VC circulation in the euro area.
But euro-related activity on exchanges
represents a small share of global
activity, and is concentrated on a
small number of users. On a daily
basis, there are around 284,000
Bitcoin transactions globally,
compared with 330 million retail
payments in the euro area.
Regulating virtual currencies
Relevant market authorities should
monitor, analyse and regulate the
use of ICOs. An ICO is a way of
raising money from the public,
often to start a project or to finance
a company, using coins or tokens.
In an ICO, an entity issues newly
created coins or tokens and offers
them in exchange for fiat currencies,
such as the euro, but more often
VCs. In 2016, the total amount of
funds raised through ICOs was less
than €82 million. This number has
dramatically increased to over €3
billion raised through ICOs in 2017.

10

Potential explanations for the
increasing popularity of ICOs is that
they allow companies to raise funds
without ceding control to venture
capital investors, or enduring the
rigour and expense of an IPO
process involving a legally binding
prospectus, among other things.
Depending on their features and
characteristics, ICOs can be
regarded as either the issuance
of VCs, as utility tokens to access
or purchase a service or product,
or as securities.
In the latter case in particular,
clarification is needed on the extent
to which ICOs should be bound by
existing regulations, such as on
disclosure and prospectuses. This
is particularly relevant when tokens
are exchanged for fiat money.
Protecting financial market
infrastructures
The use of VCs at central
counterparties (CCP) should also
be monitored. The European
Market Infrastructure Regulation
(EMIR) states that a CCP shall
accept highly liquid collateral with
minimal credit and market risk to
cover its initial and ongoing
exposure to its clearing members.

While it is doubtful that a VC would
meet such a requirement, clear
guidelines ex ante would be helpful,
and financial stability considerations
will need to be taken into account
by the relevant authorities.
In my view, it should be examined
whether any VC activity carried out
by financial market infrastructures
(FMIs) must be ring-fenced from
their other activities. The
enforcement of segregated accounts
and liabilities could be discussed.
FMIs play an important role in

financial markets, and any liquidity
support offered by central banks
should be to mitigate shocks
emanating from the real economy,
not from gambling in risky assets.
Certainly, FMIs should not be
obliged by legislation to provide
settlement services for VCs and
VC-related products. In the same
vein, the Eurosystem market
infrastructure services – TARGET2
and TARGET2-Securities – cannot
grant access to VC business
according to their existing
framework.
Regulating credit institutions
Finally, we need to look at the
banking sector, whose profitability
and stability might be impaired by
VC activities. EU credit institutions
are already required to have
adequate frameworks in place to
assess the capital they need to
cover the nature and level of risks
they are, or might be, exposed to.
Given the volatile nature of VCs,
it could seem appropriate that any
trading in VCs would be backed
by adequate rates of capital, and
segregated from their other trading
and investment activity. Any VC
business of credit institutions
needs to be rigorously supervised
to ensure that risks emerging from
such activities are contained.
This includes ensuring that proper
protocols are in place to meet
obligations under AML and CTF
regulations. Furthermore, given
the risks posed by leverage, credit
institutions should not accept VCs
as collateral, or only accept them
with haircuts that appropriately
reflect past volatility, liquidity,
and market and operational risks.
~Source: European Central Bank
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Hiscox: 2018 could be ‘watershed year for cyber insurance’
A study to assess organisations’ cyber readiness in
five countries commissioned by Hiscox has shown
that this year could be a watershed year for cyber
insurance cover. The report shows that a third
(33 percent) of respondents currently have standalone
cyber cover while a further quarter (25 percent) say
they plan to take out cover in the coming year.
Nearly two out of five (38 percent) still say they have
no plans to take out cover. Most likely to be covered
are financial services firms (48 percent).

The study, carried out by Forrester Consulting,
surveyed more than 4,100 executives, departmental
heads, IT managers and other key professionals in
the UK, US, Germany, Spain and The Netherlands.
“The question is whether cyber insurance take-up in
Europe will get a boost this year in the shape of the
EU’s General Data Protection Regulation (GDPR),”
the study said.
“GDPR not only makes breach notification mandatory
but lifts the ceiling for fines for breaches to penal levels –
potentially €20 million or 4 percent of an organisation’s

worldwide turnover. This could be a watershed moment.”
it added. Hiscox said the figures for those either insured
already or planning to take out cyber cover look high,
and there is no doubt this is one of the fastest-growing
areas of the insurance market.
“We are seeing penetration spread rapidly from the
US to the UK and mainland Europe, and from larger
customers to smaller ones,” Hiscox said.
On average, the organisations in the survey’s
sample had an IT budget of $11.2 million, of which
10.5 percent was devoted to cyber security.
Financial services firms are the largest spenders
on cyber, followed by the pharmaceuticals and
healthcare sector and then government entities.
Almost half (45 percent) of the 4,103 organisations
surveyed were hit by at least one cyber attack in the
past year and two-thirds of those targeted suffered
two or more attacks. Financial services firms top
the list of sectors for the largest spenders on cyber
security, devoting an average of 11.7 percent of
their IT budgets to this area.
~ Source: Hiscox Cyber readiness report 2018

Danish shipowners step up fight against cybercrime
DANISH shipowners have said
that cybercrime is becoming more
and more of a concern to their
organisations, a poll of 26 senior
executives by Danish Shipping
CEO has indicated.
In the survey carried out last
November, 42 percent said they
are very worried or extremely
worried that their company will
be attacked or that their data will
be lost in the coming 12 months.
The concern is based on a
concrete threat as approximately
69 percent of the companies have
been subject to cybercrime over the
last year according to respondents.
After last summer’s cyber attack
on Maersk, cybercrime has
become a concrete threat to
Danish shipping companies

March 2018

alongside piracy and other forms
of crime, Danish Shipping said.
When specific threats are identified,
it is hacking from unauthorised
parties that is cause for concern,
with more than half (54 percent)
of the senior executives stating
that this is the greatest threat.

Employee conduct is also in the
spotlight, with a third of senior
executives identifying this as the
biggest threat. Many worried that
employees are at a risk of giving
criminals access to their systems
as a result of phishing scams.
Only 12 percent believe that outdated security systems constitute
a threat. (The survey can be
downloaded via this link)

said it is encouraging the survey
found that 69 percent of the
companies had increased their IT
security budgets the past year.
"It is worrying that a majority of
shipping companies have been
subject to attacks against their
IT systems and unfortunately this
is a threat that is not expected
to diminish in future,” Skipper
Schwenn said.
“At the same time, it is important
to emphasise that the attacks
experienced by the shipping
companies are attacks that any
company is at risk of being exposed
to. Therefore, it is not the ships and
the safety of the crew that is of the
greatest concern but attacks on
land-based systems and the
consequences of these", she added.

Executive Director in Danish
Shipping, Maria Skipper Schwenn
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Bank ‘not liable’ for remittance in CEO phishing scam
OUR member banks might want to
take note of a recent case brought
to the High Court of Singapore in
which a shipping company made
a claim against Standard Chartered
Bank for the sum of $1.8m in an
apparent CEO fraud case.

payments totalling $2.66m were
not made due to insufficient funds
in the account.

Major Shipping & Trading sought
to recover the monies involving
four payments which was made
by the bank after it received email
instructions purportedly coming
from the shipping company.

The judge dismissed the claim
finding that the bank was not
negligent and therefore liable
for the claim.

Major Shipping & Trading is a
British Virgin Islands incorporated
company involved in the trading
and shipping of cement clinker
and owned by two individuals.

According to court documents
for transactions under an account
opened with Standard Chartered
in 2012, Bangladesh landline
telephone numbers, and two
Singapore telephone numbers,
were provided as contacts for
authorised persons to the account
as well as one of the individual’s
email – a Yahoo email account.
Between 17 and 26 June 2013
the bank received six outward
telegraphic transaction instructions
from the individual’s email in the
form of remittance application forms.
The instructions bore signatures that
were consistent with the individual’s
specimen with the bank, and the
bank attempted to call the telephone
numbers given for the first four
transactions; however all but one
call went unanswered. On the call
that was answered the bank officer
was asked not to disturb the person
who answered.
The first to fourth payments totalling
$1.84m were made by the bank
between 17 and 24 June. However,
instructions for the fifth and sixth

Evidence points to a third party
accessing the individual’s Yahoo
email account.

Whilst this may come as a relief
for banks, the case highlights
the risks involved to banks and
their customers when dealing
with email transactions, and
members are advised to take extra
precautions when such is the case.
~ This article originally appeared in
Seatrade Maritime News
* Members are referred to page 4
of the July 2017 issue of CCI which
highlights recommendations to take
to safeguard against such phishing
email frauds, including CEO and
business compromise email scams.

These include;
• Confirming requests for transfers
of funds by using phone
verification as part of a two-factor

authentication; use previously
known numbers, not the numbers
provided in the e-mail request.
• Carefully scrutinising all e-mail
requests for transfer of funds
to determine if the requests
are out of the ordinary.
NAVAL Dome has successfully
completed the pilot testing of its
multi-layered cyber security
system for Lloyd’s Register on
board XT Shipping’s Zim Genova.
The 4,300TEU containership
was operational during the tests,
which were supervised by the
classification society and bridge
systems provider Totem Plus.

Although the Naval Dome system
can be installed on multiple ship
systems, the tests were confined
to a back-up ECDIS (Electronic
Chart Display and Information
System) to mitigate against the risk
of any system or operational failure.
A second phase of testing will
be carried out in coming months
where more extensive penetration
tests will also be carried out.
~Source: Naval Dome
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