Alerting business to the threat from fraud
and corporate crime, and its prevention

CCS Lecture: FinTech brings opportunities despite risks
MEMBERS attending the 18th
Annual CCS Economic Crime
Lecture in June heard how
blockchain technology, though
considered a challenge by some,
offers opportunities for trade
financiers, lawyers and insurers.
While acknowledging the risks
associated with Fintech and
cryptocurrencies, the main speaker,
Peter Warrack, who is the Chief
Compliance Officer of Bitfinex,
made the case how trade financing
is ripe for blockchain applications,
as well as the use of smart contracts
and correspondent banking.
However, he cautioned that there
was a need for clear guidelines to
be developed, particularly when it
comes to cryptocurrencies and the
importance of private-public collaboration so as to reduce the chancesof money laundering and fraud.
“The ‘blocktrain’ has left the station
and it is time to get on board. Things
are changing every minute of the
day which affects us all. There are
new things to learn always, and
regulators are starting to embrace it.
“If don’t get onboard now it will be
difficult in the future and we could
be left behind and out of a job,”
Warrack said.
“The point is that in the anti-money
laundering (AML) space, accountants and trade financiers could
potentially be put out of business
with the use of smart and selfexecuting contracts where there is

no need for teams of people doing
Know Your Customer (KYC) checks
on letters of credits or bills of ladings.
“It affects everybody and we need
to get up to speed on this because
the train has left the station and it’s
going faster,” he added.
On cryptocurrencies, Warrack said
it was his belief that most major
banks were keen to get into this
space although they may not
necessarily want to be the first to
be seen to do so. Also, banks were
waiting for clear regulations, which
currently are not consistent.
Hence, he says, the need for a
collaborative approach at all levels,
not just peer to peer, but peer to
regulator and regulator to enforcer,
which emphasises intelligence
sharing.
“The good news is that in the crypto
world, what you find in big exchanges, is that there are no silos
between money laundering and
fraud and investigators wear both
hats; so it is a more cohesive model
and one the regulators would
recognise and like,” he said.
In Canada for example, Warrack
said regulators changed their
attitude towards the regulated which up to that point was the carrot
and stick thing - from a checklist
approach to a more productive
risk-based approach which involved
sharing intelligence, so that regulators can provide law enforcement
with meaningful and actionable

intelligence they can use to make
arrests.
This works brilliantly most of the
time, bearing in mind that the data
on cryptocurrency exchanges
provides a goldmine of intelligence
for regulators and law enforcement
agencies.
“In the crypto environment, we often
talk about risk in a negative way.
That it’s anonymous and used by
criminals; but cash is used more
and arguably offers greater risk.
Other negatives are that its easily
transferred across borders and
instantaneous, however both can
be good things; that it’s non-face-toface, but that is the reality of TechFin
(technology driving finance),”
Warrack said.
“Blockchain transactions are visible
Continued on page 2/
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from page 1 - FinTech risks and opportunities
although the owners of crypto
wallets may not be. Also, Europol
has indicated that their cooperation
with crypto exchanges has been
unprecedented, their KYC robust,
so there is a drive towards legitimate
use of cryptocurrencies.

financing that’s started to happen
already in terms of use of smart
contracts. This is an exciting area
of development. Distributed ledger
technologies could potentially offer
lots of work for lawyers with regards,
figuring out what’s going to go wrong

“When it comes to AML
transaction monitoring,
currently what we don’t have
at the moment in the crypto
world is a similar list of red flags
of suspicions as we have for
banking for instance. So let’s
provide that list of indicators
and take that to the regulators
for their guidance,” he said.
Responding to a question
whether blockchain technology
could take over the trade
finance world thus replacing
traditionally paper-based systems,
Warrack said his view is that
technology is not trying to take
over anything.
“Blockchain is a tool same as other
technological tools, and I think trade
financing is ripe for that. Within trade

and who do you sue when your
smart contracts start bankrupting
people. If I were a lawyer I would
be all over that,” he said.
Warrack added that the other area
that is ripe for the use for blockchain
is correspondent banking, where
there will no longer be a need for

Cryptocurrencies
•It is a growing and increasingly relevant market with
traded transactions estimated at many billions of US
dollars a day. Bitcoin transactions alone amount to
around 250,000 transactions per day. There are 10
to 20 major exchanges and several other smaller ones.
•According to Peter Warrack the major ones have in
place robust compliance programmes, providing a
goldmine of information for law enforcement.
•There are many different cryptocurrencies trading at the
same time. Typically, some exchanges trade five, some
40, and not all coins are equal. Bitcoin for example is a
peer-to-peer cash payment system. Other coins are
used to purchase items, whilst others are not designed
to purchase anything but to support initial coin offerings.
•It is estimated that there are currently more than 500
crypto exchanges. Most companies operate virtually,
with no physical offices. Information about operators
can be found by looking at company incorporation
records as well as their reputation within the community.
2

intermediaries, and parties can go
ahead and execute transactions
between themselves.
Members also heard how there may
be opportunities for lawyers when it
comes to seizures of crypto assets
suspected of being used for
money laundering.
The audience also heard how
the insurance industry could
help drive much-needed
standards in the crypto world
as policies for the recovery of
losses became more widely
used. However, there were
dangers where a suspect’s
crypto assets are seized and
converted to fiat currency in
that if the suspect was later
found not liable and the price
of those assets had increased
substantially, there may be a
counterclaim for the damages
suffered.
* Peter Warrack is Chief Compliance
Officer of Bitfinex.

Peter Warrack’s takeaways from the Lecture
•The ‘Blocktrain’ has left the station and it’s time to
get on board.
•The true definition of this phenomenon is that technology drives finance (TechFin) rather than finance driving
technology (FinTech).
•Rather than the traditional three stages of money
laundering, there are in fact four stages – Offence,
Placement, Layering and Integration. Also see 360
degrees risk-based investigations model of AML.
•How to address risks of cryptocurrency transactions.
(i) have robust KYC onboarding processes.
(ii) transaction monitoring – look for suspicious
transactions. Obvious red flag – if transactions are
coming and going to dark web market places. Also
look at the number of transactions taking place. Huge
volumes could be indicative of money laundering. Work
with people in other exchanges; information sharing.
•When it comes to transactions between exchanges,
perform counterparty risk assessments and have a
compliance regime in place. Need for regulation with
clear guidelines and rules that allow innovation but at
the same time detect and prevent crime.
August 2018
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Commonwealth Bank of Australia agrees $700m settlement
COMMONWEALTH Bank of
Australia (CBA) has reached an
agreement with Australian regulators in which CBA has admitted
to 53,750 breaches of the AML/
CTF Act and has agreed to pay
a financial penalty of $700 million
dollars.

AUSTRAC CEO Nicole Rose PSM
said, “This proposed outcome
between AUSTRAC and CBA must
still be agreed by the Federal Court.
However, both AUSTRAC and CBA
believe this outcome reflects the
seriousness and magnitude of
compliance failings by CBA.”

CBA has agreed that there were
failures related to its Intelligent
Deposit Machines, failures with
management of risks around its
IDMs and failures to provide
timely threshold transaction
reports and suspicious matter
reports. CBA also admitted failures
around appropriate monitoring of
customers and accounts.

The settlement with AUSTRAC
includes a Statement of Agreed
Facts and Admissions. A copy
of the Statement is available on
CBA’s website.

CBA’s compliance failings translated into serious and organised
criminals exploiting the financial
sector to launder the illicit proceeds
of their criminal activities, including
proceeds from the sale of illicit
drugs in the community.
The agreement follows Courtordered mediation between CBA
and the regulator, AUSTRAC,
and remains subject to Court
approval. As part of the agreement:
• CBA will pay a civil penalty
of $700 million together with
AUSTRAC’s legal costs of
$2.5 million.
• CBA has admitted further
contraventions of Australia’s
Anti-Money Laundering and
Counter-Terrorism (AML/CTF)
Act, beyond those already
admitted, including contraventions in risk procedures,
reporting, monitoring and
customer due-diligence.
• AUSTRAC’s civil proceedings
are otherwise dismissed.
If this agreement is accepted by
the Federal Court of Australia,
this will be the largest civil penalty
ever ordered in Australia.
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In summary, as part of the
agreement CBA has admitted to:
• Late filing of 53,506 Threshold
Transaction Reports for cash
deposits through Intelligent
Deposit Machines (IDMs).
• Inadequate adherence to risk
assessment requirements for
IDMs on 14 occasions.
• Transaction monitoring did not
operate as intended in respect
of a number of accounts between October 2012 and October 2015.
• 149 Suspicious Matter Reports
were filed late or were not filed
as required.
• Ongoing customer due-diligence
requirements were breached in
respect of 80 customers.
CBA said it appreciates the key role
it plays in supporting law enforcement to fight financial crime.
During the period of the claim,
CBA submitted more than 44,000
Suspicious Matter Reports, including 264 SMRs in relation to the
syndicates and individuals referred
to in AUSTRAC’s claim.

up to the end of 2017. It submitted
over 4 million of these reports to
AUSTRAC in 2017 alone.
CBA also responded to approximately 20,000 law enforcement
requests for assistance in 2017.
CBA said it has made significant
progress in strengthening its
policies, processes and systems
relating to its obligations under the
AML/CTF Act through our Program
of Action. This is a continuing
process of improvement and has
already included:
• Boosting AML/CTF capability
and reporting by hiring additional financial crime operations,
compliance and risk professionals with more than 300
professionals dedicated to
financial crimes operations,
compliance and risk across
the group.
• Strengthening Know Your
Customer processes with
the establishment in 2016
of a specialist hub providing
consistent and high-quality onboarding of customers, at a
cost of more than $85 million.
• Launching an upgraded financial crime technology platform
used to monitor accounts and
transactions for suspicious
activity.
• Adding new controls such as
using enhanced digital electronic customer verification
processes to supplement faceto-face identification to reduce
the risk of document fraud.
• Introducing an account based
daily limit of $10,000 for cash
deposits using IDMs, the first
Australian bank to do so.

The bank submitted more than
19 million reports to AUSTRAC
(including SMRs, TTRs and
international fund transfer
instructions) during the period
covered by the AUSTRAC claim
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Canara Bank fined over AML failures
IN June, the UK’s Financial Conduct Authority (FCA)
fined Canara Bank £896,100 and imposed a restriction,
preventing it from accepting deposits from new
customers for 147 days.
FCA said between 26 November 2012 and 29 January
2016, Canara failed to maintain adequate AML systems
and failed to take sufficient steps to remedy identified
weaknesses, despite having been notified of
shortcomings in its AML systems and controls.
Mark Steward, Executive Director of Enforcement and
Market Oversight at the FCA, said, “Financial crime
and money–laundering failures are areas of focussed
priority for us. Canara was warned its money laundering
controls were inadequate and so its failure to remediate
them properly is at the more serious end of the range
of sanctions.”
The Final Notice highlights the importance of branches
of overseas banks and their senior management having
sufficient understanding of their regulatory responsibilities and ensuring those obligations are met with
appropriate resources.

Specifically, the FCA found that Canara failed to maintain adequate systems and controls to manage the risk
of money laundering.
These failures were systemic and affected almost all
levels of its business and governance structure including:
(1) Senior Management;
(2) Governance / Oversight;
(3) three Lines of Defence;
(4) Money laundering reporting function; and
(5) AML systems and controls.
As a result, Canara breached Principle 3 (taking
reasonable steps to organise its affairs responsibly and
effectively, with adequate risk management systems)
of the FCA’s Principles for Businesses.
Canara agreed to resolve the case and qualified for a
30 percent discount.
The FCA said that senior management at Canara
have fully co-operated and engaged with the FCA’s
investigation and that the firm’s substantive AML
deficiencies now have been rectified.

Businesswoman jailed for seven years
A US businesswoman has been
sentenced to seven years in prison
for laundering money in a Business
E-mail Compromise fraud scheme.
The woman pleaded guilty to two
counts related to a complex fraud
scheme involving more than
$500,000 in victim losses and was
sentenced in a Los Angeles court.
She pleaded guilty to one count of
tax evasion and one count of money
laundering, while also admitting to
an allegation that the losses in the
case exceeded $500,000.
As part of the plea, she was also
ordered to pay restitution in the
amount of $552,939, and she was
also ordered to pay the California
Franchise Tax Board $77,716 for
taxes owed.
During August of 2016, the perpetrator’s company acted as a conduit
to receive over $500,000
4

in fraudulently obtained proceeds
and disburse it via cashier’s cheques
and cash withdrawals.
The business obtained the funds
through a Business Email
Compromise scheme (BEC) in which
she duped victims into wiring money
to a criminal enterprise via email
instructions under the false pretence
that the wires are actually going to
legitimate vendor accounts.
Her conviction is a part of ‘Operation
Wire-Wire,’ a coordinated international law enforcement operation
that targeted hundreds in business
e-mail compromise schemes.
‘Operation Wire-Wire’ concluded in
June and resulted in 74 arrests in
the United States and overseas,
including 29 in Nigeria, and three
in Canada, Mauritius and Poland.
The operation was funded and
coordinated by the FBI.

Danske Bank to
donate ML gains
DANSKE Bank has said it will give
profits earned from a reported
money laundering scandal in
Estonia to the benefit of society.
The bank made the announcement as it published its results
for the first half of 2018.
Danske Bank said in a statement,
“Although it is still too early to
conclude on the extent of suspicious transactions, it is clear the
bank has not lived up to its own
standards or the expectations of
society in relation to preventing the
affiliate in Estonia being potentially
used for illegal activities.”
“It is therefore the intention of the
bank to place the net income from
such transactions in the period
2007 to 2015 at the disposal
of socially beneficial initiatives.
That could include prevention of
international financial crime.”
August 2018
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EY and Microsoft roll-out AI regulation platform
EY has announced a new financial
crime compliance platform
leveraging Microsoft technology,
targeting anti-bribery, corruption
and other financial crime operations,
via transaction monitoring, list
screening and know your customer (KYC).
The extended alliance with Microsoft will address six financial crime
domains: anti-money laundering
and counterterrorist financing (AML/
CTF); sanctions; fraud; anti-bribery
and corruption; market misconduct;
and tax evasion.
In addition, EY is developing a wide
range of technology-based financial
crime assets: Financial Crime
Compliance Operations managed
services; a next-generation
transaction monitoring solution;

and a technology platform for the
secure and traceable exchange
of customer information.
EY said with financial institutions
facing sustained regulatory expectations and increased sophistication
of criminals looking to infiltrate the
financial services system while
seeking to cut operational costs,
they are looking to invest in technology solutions that improve
efficiencies while maintaining the
quality of their compliance programs.
EY financial crime solutions use
robotic process automation, machine
learning and AI to provide efficiency
improvements while improving
overall quality. Leveraging Microsoft
Azure and AI tools, the financial
crime compliance platform further
enhances efficiencies in the financial

UK Serious Fraud Office starts corruption
proceedings against Unaoil
THE United Kingdom’s Serious Fraud Office has commenced criminal
proceedings against Unaoil Monaco SAM and Unaoil Ltd as part of an
ongoing corruption prosecution.
This follows charges already brought against four individuals for alleged
conspiracy to make corrupt payments to secure the award of contracts
in Iraq.
Unaoil Ltd has been summonsed with two offences of conspiracy to give
corrupt payments, contrary to section (1) of the Criminal Law Act 1977
and section 1 of the Prevention of Corruption Act 1906.
This relates to alleged corrupt payments to secure the award of a contract
worth US$733 million to Leighton Contractors Singapore PTE Ltd for a
project to build two oil pipelines in southern Iraq.
Unaoil Monaco SAM has been summonsed with two offences of conspiracy to give corrupt payments, contrary to section (1) of the Criminal
Law Act 1977 and section 1 of the Prevention of Corruption Act 1906.
The charges relate to alleged corrupt payments to secure the award
of contracts in Iraq to Unaoil’s client SBM Offshore.
The SFO opened its investigation into Unaoil in March 2016.

August 2018

crime process for financial
institutions.

Dai Bedford, EY Global Banking &
Capital Markets Advisory Leader,
says, “The growing cost of
operations and a more competitive
marketplace make it harder for EY
clients to meet market demands
while remaining compliant with
regulatory expectations.”
“The EY financial crime solutions
bring together the proven domain
experience of EY with Microsoft
Azure and AI technology so that
financial institutions can meet
evolving regulatory requirements
and uncover and report financial
crime,” says Janet Lewis, Vice
President of Worldwide Financial
Services at Microsoft.
THE former head of the now
defunct China Insurance
Regulatory Commission – Mr
Xiang Junbo - has admitted to
taking $3m in bribes at
a court case held in China.

China’s local and state media
have reported that he pleaded
guilty in court to taking bribes.
The 61-year-old had been accused
of taking bribes totalling 19.4
million yuan (US$3 million) in
exchange for helping organisations
and individuals secure contracts,
loans, qualifications and personnel
promotions, Xinhua reported.
The case come a year after he
was sacked amid China’s ruling
Communist Party’s campaign
against dubious financial
services. Xiang was head of the
now dismantled China Insurance
Regulatory Commission
(CIRC). He is highest-ranking
finance official that has been
caught out by Chinese President
Xi Jinping’s crackdown on the
Chinese financial services industry.
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PwC study shows Ireland fraud at record levels
FRAUD and cybercrime in Ireland
has hit record levels and while Irish
businesses are investing more than
global companies to combat crime,
more can still be done.
These are some of the key findings
in the PwC 2018 Irish Economic
Crime and Fraud Survey.
In line with the global trend, half
(49 percent) of Irish firms have
suffered economic crime and fraud
in the last two years, up from a third
in 2016 and 26 percent in 2010.
Growing trend of larger losses
Cybercrime (61 percent) tops the
types economic crime experienced
in Ireland, overtaking asset
misappropriation (29 percent) for
the first time. Consumer fraud
(42 percent) and business
misconduct (16 percent) also
feature prominently.
While two-thirds (66 percent) of
survey participants reported the
cost of the most disruptive crime
to be less than €810,000, PwC
sees a growing trend of larger
losses represented in the survey
with over one in ten suffering
significant frauds in excess of €4m,
up from just 3 percent in 2016.
It is also worrying that almost a fifth
(18 percent) of participants revealed
that they either did not know the
overall cost or that it was
immeasurable.
Clean-up costs substantial
The clean-up costs of economic
crime are also substantial. For
example, seven out of ten
participants confirmed that they
had spent the same or more on the
subsequent investigations as the
actual crime itself – and was
substantially more than the global
experience (46 percent).
Interestingly, the survey also
suggests that few Irish businesses
6

fully appreciate the impact of fraud
on employee morale, business
relations and their reputation/brand
while global companies are much
more aware of the potential
collateral damage.
Pat Moran, PwC Ireland Cyber
Leader, said, “Actual crime could
well be higher than reported crime
which makes the findings from this
survey even more concerning.
“However, despite the progress in
understanding and reporting, the
fact that just over half say they
have not, or don’t know if they

“There is a real
opportunity to make the
business case for robust
new investments in fraud
prevention and detection
through the use of
emerging technologies.”
~ Pat Moran, PwC Ireland
Cyber Leader
have experienced fraud in the past
two years, suggests blind spots
still exist in many organisations.”
Increased spending
According to the survey, half of Irish
participants had increased the level
of spending on efforts to combat
fraud in the last two years compared
to 42 percent globally.
This trend looks set to continue
with 59 percent planning to step-up
these efforts in the next two years,
as compared to 44 percent globally.

Six out of ten performed fraud risk
assessments in the last two years
(Global: 54 percent), but 40
percent of Irish companies have
not yet undertaken any fraud risk
assessments.

The survey reveals that there are
significant opportunities in Ireland
to further leverage certain emerging
technologies to help combat fraud
and economic crime.
Use of technology and AI
Just one in ten respondents said
that they used technology to detect
fraud compared to a quarter of
global companies; and just 15
percent had used data analytics
and only 6 percent had used
Artificial Intelligence in the last two
years to help combat fraud which
also lagged global companies.
Nearly half of Irish respondents
said that changes in the geopolitical
landscape will increase the
opportunities for fraud in the next
two years (Global: 26 percent).
With the public’s tolerance for
corporate and personal
misbehaviour declining, in addition
to beefing up their internal corporate
controls, almost a quarter of Irish
respondents reported detecting
fraud via tip-offs.

Referring to the use of AI and
FinTech to detect fraud, Pat Moran,
PwC Ireland Cyber Leader said
there is a real opportunity to make
the business case for robust new
investments in fraud prevention
and detection through the use of
emerging technologies.
“Leading global companies are
leveraging innovative and cloudbased techniques to identify
suspicious patterns and preempt economic crime and fraud.
“Fraudsters are becoming more
strategic in their goals and more
sophisticated in their methods.
It’s a big business in its own right.
It is an enterprise that is techenabled, innovative, opportunistic
and pervasive – like the biggest
competitor you did not know
you had.”
August 2018
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Nordic banks explore KYC joint venture
NORDIC banks DNB Bank ASA, Danske Bank A/S,
Nordea Bank AB, Svenska Handelsbanken AB and
Skandinaviska Enskilda Banken AB have decided to
explore the possible establishment of a Nordic Know
Your Customer (KYC) infrastructure that would, in initial
phase, service large and midsize Nordic corporates.
The banks intend to set up a joint venture, Nordic KYC
Utility, with a focus on developing an efficient, common,
secure and cost-effective Nordic KYC infrastructure.
The company will be owned and controlled by the
founding banks; however, the plan is that the company
will also offer its services to third parties.
The initiative will contribute to ensuring a healthy
financial environment, prevent financial crime and to
protect customers and society, the banks said.
The establishment and operational start of the joint
venture company is conditional upon approval of the

European Commission under the EU Merger Regulation
and the company is expected to be established during
the second half of 2018.
“In recent years, compliance with requirements for
processing customer data has become a critical
component in fighting financial crime. Bank customers
are, however, struggling with time-consuming KYC
information requirements, often including many banks
and formats,” the banks said.
“Inefficient KYC processes also impact banks negatively,
slowing down transaction processes, and increasing
administration and risks.
“At the same time, the banking community is
continuously facing more regulations and requirements
related to KYC processes. There is hence a need for a
consolidated, efficient and accurate way to serve
customers, banks and society,” they added.

Europe Council seeks to boost VAT fraud prevention
THE European Council has agreed
by a definitive system are currently
on measures to strengthen adminisunder discussion.
trative cooperation in order to improve
the prevention of VAT fraud.
The draft regulation sets out
to remedy deficiencies identified in
The proposed regulation addresses
a March 2016 special report of the
the most widespread forms of
Court of Auditors.
cross-border fraud.
Specific measures will address the
It sets out to:
most widespread forms of crossborder fraud;
• improve the exchange and
• 'missing trader' or 'carousel' fraud,
analysis of information shared
by the member states’ tax
where supplies are purchased and
administrations and with law
resold without payment of VAT;
enforcement bodies;
• fraud in the trade of used
• strengthen Eurofisc, a network
automobiles;
of national tax officials for the
• the fraudulent abuse of a scheme
exchange of information on VAT
for VAT-free imports of goods.
fraud.
It also introduces new instruments
for cooperation such as administrative enquiries carried out jointly.

Amending regulation 904/2010,
the proposal is aimed at containing
fraud in the short term, pending
implementation of a definitive VAT
system. Proposals to replace the
current ‘transitional’ VAT provisions
August 2018

The Court found VAT fraud prevention to be hampered by a lack of
comparable data and indicators.

It called for anti-fraud instruments
to be strengthened and more
consistently applied.
The Agreement was reached at a
meeting of the Economic and
Financial Affairs Council, and moving
forward, the regulation will be adopted
without further discussion once the
European Parliament has delivered its
opinion.
Vladislav Goranov, minister for
finance of Bulgaria, which currently
holds the Council presidency said,
“Improving cooperation between our
tax administrations is essential if we
are to clamp down on tax fraud.”
According to the Commission, an
estimated €150-160 billion of tax
revenue is lost annually due to
shortcomings in the VAT system,
including fraud. The Commission's
proposal indicates that about
€152 billion was lost in 2015.
For cross-border fraud alone, some
estimates have put annual losses at
€50 billion.
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Bodies seek development of rules on cryptocurrencies
MOVES towards a global consensus on rules to control cryptocurrencies are gathering pace. Given the major crime
risks they can pose, governments agree these Internet currencies must be controlled. There is less agreement on
how. Keith Nuthall reports.
MAYBE it was too tight a deadline.
A G20 meeting of finance ministers
and central bank governors agreed
in March that it wanted guidance by
July from the world’s anti-money
laundering and combating terrorist
financing (AML/CFT) body, the
Financial Action Task Force (FATF)
about how cryptocurrencies should
be controlled.
And while FATF released a detailed
statement last month (July) on the
issue, this included the fact that
further discussions will be staged
in September, with a view to offering
guidance in October. It is no surprise
that this is needed, given that FATF
has created a detailed set of rules
on fighting dirty money flows based
on the use of traditional currencies.
The growth of cryptocurrencies
such as Bitcoin throws up a set of
new challenges – in some instances,
existing AML/CFT rules and processes will be adequate to rein in the
illicit use of crypto. But in other
cases, they will not. Will a separate
set of rules be needed for cryptocurrencies, will existing laws and
systems have to be changed, or
will it be a mixture of the two?
The world’s major businesses – for
whom cybercurrencies offer both
advantages and criminal threats may know more come October.
In a note to the G20, FATF said an
intersessional meeting in September
would assess how FATF standards
apply to virtual currencies/crypto
assets, with the following month
considering detailed proposals on
how its standards – framed as
formal recommendations, should
be clarified as a result.
“There is an immediate need” to do
this, said FATF. Issues that will be
focused upon include customer due
8

diligence, money or value transfer
services, wire transfers, supervision,
and enforcement. The AML body
said many national law enforcement
authorities could “significantly
improve their understanding of how
to effectively conduct investigations
of cases involving virtual currencies/
crypto assets, and how to disrupt
criminals”. Its specialists will identify
tools to support criminal investigations, while identifying technological
or other limitations which hinder
effective investigations involving
crypto-currencies.
Welcoming such work, a G20
communiqué highlighted how crypto
assets, whose issuers often stress
the privacy of their systems, offer
criminals cover when seeking to
undermine consumer and investor
protection and market integrity,
while conducting tax evasion, money
laundering and terrorist financing.
“At some point they could have
financial stability implications,” said
the G20.
Fortunately for the G20, FATF is far
from alone in developing regulation
and standards that could impose
rules of transparency on cybercurrencies so that they do not drive
a coach and horses through the
thicket of financial probity rules that
have been developed over the last
20 years. These, of course, are only
getting stronger with the framing of
new beneficial ownership declaration
legislation – regulators are concerned that a real black-market in
crypto financial instruments could
emerge, completely uncontrolled
by law enforcers and courts – with
potentially devastating consequences regarding money laundering
and tax evasion.
The Financial Stability Board (FSB),

the international body monitoring and
advising about protecting the health
of the global financial system has as
a result, been keeping a close eye
on cryptocurrencies.
Its key concern is to ensure that
crypto does not expand to become
a real threat to standard currencies
and the institutions that handle them.
In a July statement, released
alongside a detailed report, it said:
“While the FSB believes that crypto
assets do not pose a material risk to
global financial stability at this time it
recognises the need for vigilant
monitoring in light of the speed of
market development.”
And this has indeed been startling.
Market capitalisation of all cryptocurrencies soared to US$800 billion
in mid-2017, before falling back
sharply to below US$300 billion this
year. The FSB said cryptocurrency
values are very sensitive to losses of
confidence, because of the sector’s
novelty and lack of transparency in
many cases. Concerns about fraud
could be especially damaging, said
the FSB, which may mean that
should FATF develop practical
rules that allow cryptos to operate
profitably and legally, this might
underpin sustainable growth in the
sector.
Meanwhile, jurisdictions are
scrambling to impose controls,
even ahead of the FATF guidance,
which will inevitably focus on the
money laundering and terror finance aspects of regulation.
Within the G20, as it stands, China,
India and Indonesia are attempting
to ban the use of cryptocurrencies
within their territories – a tough call
for law enforcement. Australia,
Continued on page 9/
August 2018
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G20 Group takes steps to minimise crypto threats
THE Financial Stability Board (FSB) has developed a
framework, in collaboration with Committee on Payments
and Market Infrastructures (CPMI) to monitor the financial stability implications of developments in crypto asset
markets.
In mid-July, the Board published a report delivered to
the G20 Finance Ministers and Central Bank Governors
on the work of the FSB and standard-setting bodies on
crypto assets.
The report sets out the metrics that the FSB will use to
monitor crypto asset markets as part of its ongoing
assessment of vulnerabilities in the financial system.
While the FSB believes that crypto assets do not pose
a material risk to global financial stability at this time,
it recognises the need for vigilant monitoring in light of
the speed of market developments.
The monitoring framework focuses on the transmission
channels from crypto-asset markets that may give rise to
financial stability risks. Monitoring the size and growth of
crypto asset markets is critical to understanding the
potential size of wealth effects, should valuations fall.
The use of leverage, and financial institution exposures
to crypto asset markets are important metrics of transmission of crypto-asset risks to the broader financial

system. The framework also includes metrics on trading
volumes, pricing, clearing and margining for crypto asset
derivatives. Metrics on exposures will become part of the
framework to the extent that they become available.
FSB Chair Mark Carney in his letter to G20 Finance
Ministers and Central Bank Governors in March noted
that crypto assets raise a host of issues around consumer and investor protection, as well as their use to shield
illicit activity and for money laundering and terrorist
financing.
At the same time, the technologies underlying them have
the potential to improve the efficiency and inclusiveness
of both the financial system and the economy.
Against this backdrop, the report published also
describes the substantial work standard-setting bodies
are undertaking in the areas of their respective
mandates. These include:
• CPMI has conducted significant work on applications
of distributed ledger technology, and is conducting
outreach, monitoring, and analysis of payment
innovations.
• The International Organization of Securities
Commissions (IOSCO) has established an initial
coin offering (ICO) Consultation Network to discuss
experiences and concerns regarding ICOs.

from page 8 - cryptocurrency regulations
France, Germany, Italy, Japan,
Switzerland and the USA regulate
cryptocurrency intermediaries and
exchanges, using new or existing
AML/CFT and related laws. Argentina and South Africa insist upon
suspicious transaction reporting
for virtual currency payments and
purchases. And Brazil, Canada, the
European Union (EU), Mexico, the
Netherlands, Russia, Saudi Arabia,
South Korea, Spain, Turkey and the
UK are all developing regulations.

approval of the EU’s fifth anti-money sion (SEC) taking a tough stance
laundering directive (5AMLD) in April. seeing to weed out sharp practice.
The SEC wants strong and honest
But more EU legislation may well
cryptos to develop and its chairman
emerge, with a European Commission Jay Clayton has warned that if
‘FinTech Action plan’ released in
regulators fail to fight fraud in the
March this year saying that “an
sector using existing laws, specific
assessment of the suitability of the
crypto laws may follow that are
current EU regulatory framework
“severe that they will restrict the
with regard to initial coin offerings
capacity of this new security”. States
and crypto assets more generally
are taking action too - the New York
is necessary.”
attorney general in April announcing
probes into 13 virtual currency
The European Banking Authority
exchanges.
Indeed, the EU has already acted to
said the same month that it was
bring cryptocurrencies within its AML/ also assessing “the appropriateness
And the US has also taken the AML
CFT legislation, so that organisations of the current regulatory framework
regulatory route, with its FIU, The
holding, storing and transferring
for virtual currencies.”
Financial Crimes Enforcement
virtual currencies must identify their
Network (FinCEN) in February this
customers and report any suspicious As it stands, US regulators have
year classifying crypto token issuers
activity to their national Financial
chosen to regulate crypto currencies and exchanges as money transmitIntelligence Units (FIU). This follows
as commodities and securities, with
ters, requiring them to register and
the Securities & Exchange Commiscomply with US AML and KYC rules.
August 2018

9

Commercial Crime International

Cryptocurrency

Exchanges and wallets lacking KYC checks
SIXTY-EIGHT percent of EU and US
crypto exchanges and wallets fail to
conduct proper identity checks on
their customers, research by analyst
house P.A.ID Strategies indicates.
The lack of Know Your Customer
(KYC) checks means that criminals
and Politically Exposed Persons
(PEPs) can trade freely, the analyst
said.
The research, The Cryptocurrency
Identity Crisis shows that of 25
prominent custodian wallets and
crypto exchanges examined,
68 percent are allowing users
to trade crypto and fiat currency
with no formal identification and
no KYC checks.
The EU’s fifth anti money laundering directive, AMLD5, will bring
these platforms into line with other
financial products such as bank
accounts, demanding that checks
are carried out on new customers
to affirm their identity.
The research, commissioned by
Mitek, which deals in digital identity verification solutions, looked
into whether prominent cryptocurrency exchanges and wallets
across Europe and the US are
using KYC checks when on boarding customers.
Companies surveyed included
Kraken, Poloniex, Coinbase,
Coinjar, Luno and Bitwala.
For the 68 percent of exchanges
and wallets that do not meet
upcoming regulation, there are no
identity verification checks against
official identity documents, against
PEPs lists or sanctions screening,
and no audit trail that would help
to trace criminal activity.
As well as failing to meet upcoming
compliance demands, this could
lead to irreparable harm to the
reputation of these platforms if they
10

are used to launder money.

customers only need a verified email
address and mobile number. Both of
The research ranks wallets and
these are easily obtainable without
exchanges according to how
ID - any webmail service such as
compliant the onboarding process
Gmail or Outlook.com can provide
is, with AMLD5 due to come into
an email address, while in many
countries a pay-as-you-go mobile
phone would provide the number.
Company
Requires Requires
unveriofficial
Armed with these, users of the
fied perID docusonal
ments
services that fail to meet upinforto begin
coming AMLD5 regulation can
mation
trading
buy and sell cryptocurrencies and
Coinbase
✓
✓
exchange them for fiat currencies.
Gemini
✓
✓
“Cryptocurrency wallets and
Poloniex
✓
exchanges want to enjoy the
itBit
✓
✓
same trust as the wider traditional
Luno
✓
✓
financial services, but for this to
Bonpay
✓
✓
happen they need to rise above
Mercatox
✓
the sometimes-dubious reputation
Kraken
of cryptocurrency’s past and be
✓
✓
seen as ‘model citizens’ of the
Bitstamp
✓
✓
economy,” said John Devlin,
CoinCorner
✓
Principal Analyst, P.A.ID
Strategies.
QuadrigaCX
✓
Cex.IO
Blockchain
Wallet
Wirex

✓

Lykke Wallet

✓

Coinexchange

“Wallets and exchanges want to
change perceptions of lawlessness and it’s a relatively straightforward fix. Identity verification
processes can be – if implemented correctly- simple for the
customer and no barrier to
signing up,” said Kalle Marsal,
COO, Mitek.

Exmo
Coinjar
Liqui
Local Bitcoins

YoBit.net
BitPanda
Bitwala
SpectroCoin
Indacoin

“Meeting regulatory demands
ahead of AMLD5 coming into
force could go a long way to
changing this sector’s reputation
as being something of a ‘wild
west’.”

✓

Source: P.A.ID Strategies

force next year, plus the speed
and simplicity with which a customer can sign up and get started.
In order to sign up to exchanges
and wallets that do not perform KYC,

“By incorporating systems that
are just as future-looking as
cryptocurrency itself, exchanges
and wallets can be both competitive and compliant with regulatory
demands.”
See the report here https://
www.miteksystems.co.uk/resources/
cryptocurrency-paid-strategies
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Criminals net $10m from social engineering schemes
Cryptocurrency social engineering schemes have
helped criminals net nearly $10 million last year,
Kaspersky Lab has said.
According to its rough estimates, criminals managed to
earn more than 21,000 ETH (The Ether cryptocurrency,
which uses blockchain generated by the Ethereum
platform) or over $10 million at the current exchange rate
using the above described schemes over the past year.
This sum does not take into account classic phishing
attacks or examples involving the generation of individual addresses for each victim.
The company’s experts say they have exposed a
relatively new fraudulent trend: the development of
cryptocurrency is not only attracting investors, but
also cyber-criminals seeking to boost their profits.
During the first half of 2018, Kaspersky Lab products
blocked more than a hundred thousand triggers related to cryptocurrencies on fake exchanges and other
sources. With each attempt, criminals have been trying
to involve more and more unsuspecting users in
fraudulent schemes.
By drawing inspiration from ICO (initial coin offering)
investments and the free distribution of crypto coins,
cyber criminals have been able to profit from both avid
cryptocurrency owners and novices alike.
Some of the most popular targets are ICO investors,
who seek to invest their money in start-ups in the hope
of gaining a profit in the future.

For this group of people, cyber-criminals create fake
web pages that simulate the sites of official ICO projects,
or try to gain access to their contacts so they can send
a phishing email with the number of an e-wallet for
investors to send their cryptocurrency to.
The most successful attacks use well-known ICO
projects. For example, by exploiting the Switcheo
ICO using a proposal for the free distribution of coins,
criminals stole more than $25,000 worth of
cryptocurrency after spreading the link through a
fake Twitter account.
Another example is the creation of phishing sites for
the OmaseGo ICO project, which enabled scammers
to earn more than $1.1m worth of the cryptocurrency.
Of equally great interest among criminals were rumours
surrounding the Telegram ICO, which resulted in the
creation of hundreds of fake sites that were collecting
"investments".
Another sought-after trend involves cryptocurrency
giveaway scams. The method of choice involves
requesting that victims send a small amount of
cryptocurrency, in exchange for a much larger payout
of the same currency in the future.
Criminals have even used the social media accounts of
well-known individuals, such as business magnate Elon
Musk and the founder of Telegram messenger Pavel
Durov. By creating fake accounts or replying to tweets
from legitimate users through fake accounts, criminals
are able to confuse Twitter users into falling for the scam
by clicking on replies from fraudulent accounts.

US grants new virtual currency licence
THE US Department of Financial
Services has granted a virtual
currency license to Xapo, Inc.

anti-money laundering, anti-fraud,
capitalisation, consumer protection,
and cybersecurity policies.

DFS has also authorised Paxos
Trust Company LLC, formerly
known as itBit Trust Company,
to offer exchange and custody
services for Ether, Litecoin, Stellar
Lumens and Bitcoin Cash, emerging cryptocurrencies, on its virtual
currency exchange.

The new licensee is subject to
ongoing supervision by DFS.

DFS said it has conducted a
comprehensive review of Xapo’s
application, including the company’s
August 2018

expand its service offering to include
Ether, Litecoin, Stellar Lumens and
Bitcoin Cash.

With the Xapo approval, the
Department has now approved eight
firms for virtual currency charters or
It issued a virtual currency charter in licenses. It has also granted licenses
May 2015 to itBit, now Paxos Trust
to Genesis Global Trading Inc.,
Company, a subsidiary of Kabompo
bitFlyer USA, Coinbase Inc., XRP II
Holdings Ltd., which operates the
and Circle Internet Financial, and
itBit exchange, to offer services for charters to Gemini Trust Company
buying, selling, sending, receiving,
and Paxos (formerly itBit Trust
and storing bitcoin.
Company).
Now, DFS has authorised Paxos to
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London cybercrime court gets go ahead
A new flagship court specifically
designed to tackle cybercrime,
fraud, and economic crime will
be built in London.

A feasibility study to look at whether
a court might be built was announ-

The City of London is the world’s
financial centre, hosting an
unparalleled cluster of financial,
professional, and business
services.

Developed in partnership
with the City of London
Corporation and the
judiciary, the cutting edge,
purpose-built court, which
will also deal with business
and property work as well
as civil cases, will hold 18
modern courtrooms and
replace the current civil
court, Mayor’s and City of
London County Court,
and City of London
Magistrates’ Court.
Also included in the court will be a
new City of London police station.

The City’s legal services
plays host to more than
17,000 solicitors.
The timeline for building
the new court is subject
o finalising funding arrangements and securing
planning permission.
It is expect-ed to be
completed in 2025.
ced last October, and now the plan
has been given the go-ahead.

Funding will be provided by the City
of London Corporation and HM
Courts and Tribunals Services.

Cyber attacks seen as major risk to UK financial system
CYBER attack was the second most cited source of risk
to the UK financial system, results of the Bank of
England’s most recent Systemic Risk Survey show.
The proportion of respondents citing cyber attack
increased (62 percent) for the third consecutive survey,
and is at its highest level since the survey began in 2008.

Eighty-seven participants took part in the 2018 H1
survey, representing an 83 percent response rate.
The results can be viewed at https://
www.bankofengland.co.uk/systemic-risksurvey/2018/2018-h1

The most recent report presents the
results of the 2018 H1 survey, which
was conducted between 9 April and
3 May.
There was an increase in the proportion of respondents that cited cyber
attack as the risk most challenging
to manage (51 percent).
The survey is typically completed by
executives responsible for risk management and treasury functions at
institutions including: UK banks and
building societies; large foreign banks;
asset managers; hedge funds; insurers;
pension funds; large non-financial
companies; and central counterparties.
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